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How can we use a novel, interactive installation to surface the
benefits and harms of smart city technology”’
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While using the internet, have you ever done any
of the following things”? (2015 v 2017)

Cleared cookies and browser history 5995
Deleted or edited something you posted in the past 299
Used a temporary username or email address 25%

Used a service that allows you to browse the Web anonymously | ©)%4

Decided not to use a website because they asked for your real name 2390

2015

Surveyed 530 people online across the US on privacy attitudes (35 questions)



While using the internet, have you ever done any
of the following things”? (2015 v 2017)

Expert
interviews Cleared cookies and browser history

Deleted or edited something you posted in the past
Used a temporary username or email address
Used a service that allows you to browse the Web anonymously

Local ] Decided not to use a website because they asked for your real name
Artists

2017

Surveyed 530 people online across the US on privacy attitudes (35 questions)




To what extent do you approve of the use of sensors
N public spaces for the following activities?

iImproving iImproving antl- anti-
efficiency environment crime terrorism

Surveyed 530 people online across the US on privacy attitudes (35 questions)




Expert

Interviews

Cities have a hard time communicating with the general public
about benefits and harms of smart cities.

- City Policy Innovation Interviewee

Interviewed 6 experts and
attended 3 conferences in the loT field
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Privacy and security concerns may exist.

Array of Things Governance Policy and Process

1.Purpose and Scope

This document provides a framework within which the University of Chicago and Argonne National
Labs (program operators) and the City of Chicago willimplement and manage the Array of Things
(AoT) in Chicago by 1) defining the iitial scope of the program, 2) establishing the roles and
responsibiltes of program parters; and, 3) describing the process by which decisions about the
program will be made.

This document is complimented by the AoT Privacy Policy, which sets forth requirements regarding
Personally Identifiable Information (PII).

1.1.Guiding Principle

We value privacy, transparency, and openness.

1.2 Program Overview

The AoT program operators aim to build an urban-scale research instrament comprising a network of
atleast 500 Internet-connected “nodes,” each supporting multiple environmental and air quality
sensors. As a first of ts kind public sensor utilty, AoT will produce an open and freely available
source of urban sensor to support research, development, education, prototyping, and
demanstration. The program operators have designed AoT to enable the instrument to evolve at a
pace commensurate with consumer electronics, maintaining state-of-the- art capabilties over many
years.

The initial prototype, funded by Argonne National Laboratory, involved 12 nodes equipped with a
collection of environmental sensors (c.q., temperature, ight, sound, humidity, air quality). Each node
was mounted on private faciltes at the University of Chicago, Argonne National Laboratory, and
DePaul University for testing purposes, with installation occurring between July 2014 and June 2015.
Beginning in summer 2016 a second set of prototypes wl be mounted in Chicago on street signal light
poles and external building walls. The network will be expanded to roughly 500 nodes from 2016 to
2018. The program operators will develop functionality to enable research, application development,
education, prototyping, or demonstration projects. The location of each of the 500 nodes will be
determined via the process identified later in this document (§4.3). The program will be evaluated
nine months after the second set of prototype nodes are mounted in the City and every 12 months
from that time on. The evaluation criteria and the rasults of each review will be made available to the
public.

Sensor readings will be processed and sent to a database managed by the program operators. A
period of evaluation and calibration wil be required for each sensor; this period will vary based on the
sensor or data that s collection. As one function of Aol is to evaluate new sensor technologies, the
evaluation process will also involve a determination as to whether a particular sensor is producing
accurate data reliably. Once evaluation determines that the sensor is producing accurate and reliable
data, and once calibration is complete, data in compliance with the Aol privacy policy will be made
publicly available via the City's Data Portal to support application development and data analysis. All
of this sensor data will be publily avalable as open data, under the stewardship of the University of
Chicago. The program operators have designed the AoT system to protect privacy. This document
describes the processes, procedures, and technologies that will be used to ensure sensor data i both
correct and where necessary, anonymized before publication. Any images collected by AoT nodes for
calibration wil be protected, and available only to authorized individuals and only for research
purposes.

2.Technical Objectives

The Aol will perate as an instrument,involving an infrastructure and related sorvices for research,
development, education, prototyping, and demonstration of both open and proprietary technologies
and services aimed at improving the sustainability, re fficient operation, and livability of
cities. In short, Aol will support “Smart City” research, development, and education. AoT is designed
to support three general types of instrument use: the collection and open publication of sensor data
about public urban spaces, research in areas such as sensing and information/communications
technologies, and support for research in software and services.

Each node will report sensor values t regular intervals. To comply with security and privacy
requirements (See Array of Things Privacy Policy), data will be encrypted and transmitted to a
database managed by the program operators. Only data Meeting the AoT privacy policy standards will
be published to the City's Data Portal and may also be published to other data analytics services as
needed. Alldata published from the platform will be open and free of charge. In order to support
economic development, data from approved experimental sensors, installed for specific research and
development purposes, may be withheld from (or agqregated for) publication for a period of time in
order to protect intellectual property, ensure privacy or data accuracy, and enable the proper
calibration of the sensor.

2.1.Support for Evolving Technologies Over Time

The Aol involves engineering and placing a network of physically secure enclosures with power,
Internet access, and standard spacfcations that willallow for efficient installation/s replacement of
those devices by City technicians. These devices must operate for period of months without physical
intervention, and must be provided with adequate environmental protection, particularly with respect
to temperature and moisture. The program operators and the City of Chicago will cooperate to enable
nodes to be repaired and replaced in case of damage or loss.

22.Support for Software and Services Projects

Though the pace at which information and communication technologies evolves is rapid, there is a
Much larger potential research and education community focused on new software and services,
harnessing existing hardware technologies. To support such Projects will require that the AoT allow
controlled access to shared programmable devices within the nodes. Once this functionality is
available, changes may be required to AT polices and processes to prevent misuse and ensure
reliable and usable functions for provisioning and scheds urces, validating and loading custom
software, and restoring the devices to aknown state betwe experiments.

3.Governance Bodies

3.1.Program Operators

The University of Chicago and Argonne National Laboratory will manage and operate the AoT
program, in partnership with the City. The program operators are responsible for the desi
development, repair, replacement, and support of the nodes and the technical infrastructure needed
to enable data colletion, processing, and storage.

The program operators willleverage strategic partnerships with outside enfitis, including but not
limited to industry, academia, and not-for-profits, as wel as the increasing availability of open source
tools and frameworks that can be adapted to or applied directly to the instrument, to support
program goals.

The City will support the operators by providing program oversight; policy quidance; installation and
maintenance support; and technical assistance to ensure that resulting data is publically accessible.
3.2. Executive Oversight Council

An executive oversight council (EOC) will oversee the Aol program, and is responsible for setting

DATA COLLECTION
TERMS of SERVICE

policy and establishing processes and procedures related to system operation, confiuration, and
capabiltis, access to data and other resources, and communication and interactions with the City

0 co-chaired by the Commissioner of the City's Department of Innovation and
Technology, City of Chicago and the Director of the Urban Center for Computation and Data at

U ty of Chicago and Argonne National Laboratory, with additional members selected from
academia, industry, not-for-profits, and the community. These members will be invited based on
recommendations from AoT partners and others who work with community groups, or solicited via
public meetings and the AoT website. The Commissioner of the City's Department of Innovation and
Technology will have the final approval regarding decisions of the EOC.

The EOC will meet quarterly or as needed.

3.3. Technical Security and Privacy Group

Atechnical security and privacy group (TSPG) wil review the Aol technology as it pertains to
security and privacy, and will make recommendations to the EOC.

The group wil be chaired by the Director of the Center for Applied Cybersecurity Research, Indiana
University, with additional members including the City's Chief Information Security Officer and
others with relevant expertise, selected from industry and academia.”

The TSPG will meet quarterly or as needed.

34. Scintific Review Group

In some cases external science partners may propose changes or additions to the instrument
hardware and/ o software. A scientific review group (SRG) will evaluate these proposals from AoT
participants as well as other parties (individuals, community groups, companies, universites, otc.).
The SRG wil provide a reqular report on these proposals to the Executive Oversight Council.

The SRG will be co-chaired by the Chief Technology Officer of the Urban Center for Computation and
Data at University of Chicago and Argonne National Laboratory and a senior representative from the
scientific community.

The SRG will mest quarterly or as needed.

4.Governance Policy and Processes

As a public data utiity, a set of policies and processes is required to ensure that the instrument
operates accarding to the program’s quiding principles and within the established scope and budget.
These policies and processes must protect the privacy and security of Chicago residents and visitors,
ensure accountability and transparency, and consider education and proactive communication.
4.1.Policy

This policy document, and associated data management and privacy policy documents, will be
Maintained and updated under the direction of the EOC, with at least an annual review.

A2 Transparency

The Aol program operators will maintain a public website with current information on the project
(http://arrayofthings.us), including educational materials regarding the hardware and software
technologies and capabilites associated with AT, a directory with detailed information on all
components, experiments, and projects supparted by Ao, a poicies and procedures for AoT
operation, qovernance body meeting minutes, and reports. The program operators will produce an
annual report, which wil be published to its website and will summarize any legal request or changes
made to policies, processes, node locations, or capabilties made throughout the year.

4.3 Node Locations

The locations selected for AoT nodes will maximize the positive impact that city residents, policy
practitioners, and scientists can obtain from the project.

Node locations may be proposed by any individual or group, and locations will be selected with the
Goal of enabling at least two of the following benefits within a Geographic area:

()Nodes can provide data relevant to a local concern or issue of importance to the residents and
businesses

(b)A relevant scientifc research question may be better investigated with data from the instrument
(c)A planned or potential policy or investment that could be optimized, measured, or informed based
on use of data from the instrument, and//or from scientific analysis of that data

In adition, neighborhood density, the location of partner insttutions within a Geographic area, and
the availability of traffc lights or afternative structures (9.2 building wall) required to mount the
nodes will be considered.

Suggestions that meet selection criteria should be subitted first to the program operators at
AoT@uchicago.edu, and will then be reviewed and pre-approved by the EOC if the program operators
agree that the criteria has been met.

Prior to deploying AoT nodes i a given geographical area, the program operators and/ or the
Commissioner or designees of the City's Department of Innovation and Technology will:

1Meet with alderman and community leaders to discuss the objectives of the prject and the policies
and processes in place regarding issues such as privacy, coordinated by the University of Chicago
2Work with the Smart Chicago Collaborative or other partners to hold community meetings with
residents, where the goals and details of the project will be discussed, including an emphasis on
policies and procedures regarding safety, sacurity, and privacy of the network, and on the benefits to
the neighborhood associated with the network. Local media will b invited to cover these workshops
3Post the privacy policy online prior to community meetings for residents to provide comments and
Questions.

4 Present the locations to the EOC for final approval.

4.4 Node Security

The AoT hardware and software design and operation procedures follow security practices developed
by and for national laboratories.

The TSPG will oversee the review and test the instrument to ensure security, with the goal of
preventing any unauthorized access or communication.

4.5.Node Capabilities

Node capabiltes (i, the list of sensors and the assaciated data collcted) will be maintained on the
Aol website. Changes to the node capabilities (i.e., changes to existing sensors and introduction of
new sensors) that require a change in the privacy palicy must be frst reviewed by the TSPG. The
TSPG will advise the EOC regarding approval of such changes.

4.6.Education

Workshops will be designed and led by Ao partners and the University of Chicago. These wil build on
prior work including pilot workshops for high school students, held in 2014 and 2015, as well as an
B-week curriculum developed with Lane Technical High School and taught to 150 high school students
in 2016. These workshops and curricula are intended to introduce concepts, ranging from
environmental science to electronics design to data analytics, to neighborhood youth (and other
interested parties), and provide training and education about the technologies and related science.
The AT team continues to work with industry, ocal Government and educational partners to explore
additional oppartunities to support for education and training programs leveraging the instrument.
Educational materials will be made available via the AOT website.

41.Updates

This policy wil be reviewed annually at minimum by the program operators and the EOC for possible

changes. Others may raquest a review of this policy or submit a Question to the operators
AoT@uchicago.edu. Any proposed changes to the policy will be posted online for public review and
comment prior to their incorporation.

5.Purpose and Scope

The Array of Things is designed to collect and share data about Chicago's urban environment to
support research that secks will provide insight into city challenges. This includes, but s not limited
to, information about temperature, humidity, barometric pressure, vibration, air quality, cloud cover,
and pedestrian and vehicle

counts and patterns. Pedestrian and vehicle movement data will come from computer software
analyzing images.

The purpose of this policy is to disclose the privacy principles and practices for the Array of Things
program. Itis complemented by the Array of Things Governance Policy and Process document, which
defines how decisions about the program will be made. The privacy policy sets forth how the
operators of the Array of Things program will collect and manage data, some of which may include
personal information or Personally Identifiable Information (PII). The operators of the Array of
Things are defined as the University of Chicago and Argonne National Laboratory.

6.Guiding Principle
We value privacy, transparency, and openness.

7Personally |dentifiable Information

Personally Identifiable Information or P11 is any information about an indvidual, including “(1) any
information that can be used to distinguish or trace an individual's identify, such as name, social
security number, date and place of birth, mother's maiden name, or biometric records; and (2) any
otherinformation that i linked or linkable to an individual, such as medical, educational, financial,
and employment information.” As noted in NIST 800-122, this includes the following:

oNames

®Personal identification numbers

®Email o streat address information

®Parsonal characterisics, including photographic images of face or other identifying characteris-
tic),fingerprints, handwriting, or other biometric data (e.g. retina scan, voice signature, facial
Geometry)

®lnformation about an individual that is inked or linkable to one of the above (.g., date of birth,
place of birth, race, relgion, weight, acivities, geagraphical indicators, employment information,
Medical information, education information, financial information)

1°PII” has been defined in accardance with the National Institute of Standards and Technology's
Special

Publication 800-122 Guide to Protecting the Confidentiality of Personally Identifiable Information
(PI1). Updates to the NIST quidelines willbe reviewed as part of the reqular review of this policy. This
policy also recognizes the sensitivity rearding location information, electronic device identifiers, or
vehicle licens plate information and thus considers these inits policies.

AlInformation Collection, Use, and Sharing

Al poicies, hardware and saftware specifications, design, and open source code will be publicly
posted and made frealy available online. Public sensor data will be published to the City of Chicago's
Data Portal at data.cityofchicago.org. An Array of Things annual report will be published each yaar,
beginning in June 2017, outlining the achi nts of the program, as well as any updates or
unintended deviations from the privacy poicy.

The Array of Things technalogy is designed and operated to protect privacy. The technology has no
capability to capture sensitive PII, but may capture non-sensitive Pl in the form of details in images
from a street-facing camera or sound in the public way. Any such data, such as could be found in
images or sounds, will not be made public. Inclusion of cameras in the nodes s intended for detection
of specific conditions such as street flooding, car/ bicycle traffic, storm conditions, or poor visibiity.
To support such capailtes, images will be analyzed using an image processing computer within the
node, after which the images will be deleted. Allimage processing operations involving proposed
publication of information that would affect the privacy policies will be subject to approval by the
Scientific Review Group (Section 3.4).

For the purposes of instrument calibration, testing, and software enhancement, images and audio files
that may contain non-sensitive PIl wil be periodically collected to improve, develop, and enhance
algorithms that could detect and report on conditions such as noted above. This raw calibration data
il be stored in a secure facility for processing only by authorized researchers during the course of
the Array of Things project, including for purposes of improving the technology to protect this
non-sensitive PII. Access to this limited volume of data s restricted to operator employees,
contractors and approved scientific partners who need to process the data for instrument design and
calibration purposes. Allindividuals with access to this data will be subject to strict contractual
confidentiality obligations and will be subject to discipline and/or termination if they fail to meet
these obligations.

5.Updates

The policy was developed in cooperation betwen the operators of the Array of Things (University of
Chicago and Argonne National Laboratory) and the City of Chicago, with input provided by an
independent review committee convened by the Technical Security and Privacy Group, as described
in the Array of Things Governance Policy and Process document.

This policy wil be reviewed annually at minimum by the operators, the AoT Technical Security and
Privacy Group, and the Executive Oversight Council (also described in the Array of Things
Governance Policy and Process document) for possible changes. Others may request a review of this
policy or submit a quastion to the operators through the Project’s public website (http://arrayofth-
ings.us). Any proposed changes to the policy will be posted online for public review and comment
prior to their incorporation. Notifcations of thesa and related actions willalso be disseminated
through the project's social media account (@arrayofthings in Twitter).

X
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early flooding on city and neighborhood O _ - o New facial recognition technology has
streets in light of recent storm weather. W & \ & been installed in surveillance cameras
With this technology, the City of Berkely ) i N ' in the city ()l: Berkeley. This measure is
will be able to respond quickly to unsafe 4 Q . Yy | in keeping \.\'1111 recent .(*H'orls to identify
situations and better design roads. . and deport illegal immigrants in the

No flood currently detected . ¢ v 49 7 State of California.

Loitering Decreases Protest Detection

New sensors on sidewalks and benches allow for
FOOd for the Homeless real-time detection of loitering and homelessness.
Police are now informed of this illicit activity and
can put a stop to it in record time.

Sensors on benches enable real-time
detection of the location of homeless
individuals in the City of Berkeley. Startups
such as Re-plate can now deliver excess food
to those in need before the food spoils.

Environment noise level

Environment noise level

o
o)

. You have been here Latest protest activity was
Pedestrian Safety 2 seconds 11 days ago

Noise level, vibration detection, and e - . :
pedestrian counts are being used to Noise level sensors inform the Berkeley City Police
automatically adjust speed limits and traffic Department when there is protest activity.

lights for safety.
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Pilot Testing Study 1 South Hall Lawn

Students gave usability feedback Technical challenges outdoors

Study 2 South Hall Lobby Study 3 Qualcomm Cafe

Improved functionality indoors Reinforced preliminary findings
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Initial Reactions
®

“| feel very paranoid right now.”

“I'd like to stay away from this.
't looks Intimidating.”

Intentionally made this experience

uncomfortable and provocative




"Ihere are positive applications
for these technologies. But,
there's also a way to abuse.

The technology is neutral.
The use cases are not.

Displayed both positive and

negative uses of the same
technology to build awareness

While Interacting

The Daily Data

Protecting our city one sensor at a time Tuesday, May 9, 2020

Image Recognition
Prevents Flooding

New image recognition software detects
early flooding on city and neighborhood
streets in light of recent storm weather.

With this technology, the City of Berkely
will be able to respond quickly to unsafe

situations and better design roads.
No flood currently detected

Food for the Homeless

Sensors on benches enable real-time
detection of the location of homeless
individuals in the City of Berkeley. Startups
such as Re-plate can now deliver excess food
to those in need before the food spoils.

Environment noise level

o2

Pedestrian Safety
Noise level, vibration detection, and
pedestrian counts are being used to

automatically adjust speed limits and traffic
lights for safety.

Cameras Detect
Immigrants

New facial recognition technology has
been installed in surveillance cameras
in the city of Berl his measure is
in keeping with recent efforts to identify
and deport illeg immigrants in the

N

E s /
W o
4 / State of Californis

Loitering Decreases Protest Detection

New sensors on sidewalks and benches allow for
reatime detection of loitering and homelessnss,
Police are now informed of this illici activity and
canputastop to it in record time, ’

Environment

You mo T;mi..g: Latest Protest activity was
g 11 days ago

Noise level sensors inform the Berkeley City Police
Department when there js protest activity,




While Interacting

"This Is cool and It's creepy. |
ke that you can see the
technology. Almost like a
behind-the-curtain look.”

Increased transparency of

smart city technologies




“I'm trying to understand how my existence here could be
used in some way. What's the purpose of that data?” | have
more questions than | have answers.”

“There are questions of who is using this. How is the data
being interpreted and used.”

“The right one feels scarier than the left, but I'm not sure. The
left one seems more positive in a way that may be lying, like
it’s hiding things.”

“What if there are false positives in the collected data? What
do you do with that?”

“This makes me question the nuances around how we
determine whether something is invasive or harmful, and
how we determine when it's beneficial. What goes into that?”

Reflecting after
®
3

N




Reflecting after

5

O,

N

“I'm trying to understand how my existence here could be
used in some way. Whats the purpose of that data” | have
more questions than | have answers.”

“There are questions of who is using this. How is the data
being interpreted and used.”

“The right one feels scarier than the left, but I'm not sure. The
left one seems more positive in a way that may be lying, like
it’s hiding things.”

“What if there are false positives in the collected data? What
do you do with that?”

“This makes me question the nuances around how we
determine whether something is invasive or harmful, and
how we determine when it's beneticial.”

Who collects and uses the data”?

How are they using the data”




Future Directions
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How might such interactive installations change the way you think about
porivacy and public data collection at scale”



A I'hank you!
X\
AU’
—
Our advisor, Kimiko Ryokali
CITRIS Invention Lab (Chris Myers, Mitchell Karchemsky)
Previous teammates (Emily Witt, Paul Glenn, Jason Danker, Molly Mahar, and Hadrien Renold)
| School Professors (Coye Cheshire, Chris Hoofnagle, Steve Weber, John Chuang)
User testers (Michelle Carney, Nick Doty, Usman Raza, Richmond Wong, Edward Yip)
Berkeley Center for New Media (Greg Niemeyer, Nicholas de Monchaux)
Local artists (Ben Davis, Vanessa Inn, Darryl Smith, Matt Passmore)
Center for Long-Term Cybersecurity Grant

Arts Research Center Fellowship
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